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Abstract of the contribution: This contribution extends the TR 23.852 v1.3.0 SaMOG solution 2 by introducing a signalling transmission path between UE and TWAG. And the procedure that the UE uses the signalling transmission path to request the establishment of NSWO connection or PDN connections associated with an APN is also described in this contribution.

Discussion

Subclause 8.2.2 of TR 23.852 v1.3.0 captures a solution based on the combination of a user plane multiplexing mechanism (per PDN/NSWO VLAN Id, or TWAG MAC Address). In the solution, the UE explicitly requests establishment of PDN connections and/or NSWO in two steps: preparation and execution. In a first preparation step, the UE discovers from the network the values of the VLAN (first variant of the virtual point-to-point link model) or TWAG MAC address (second variant of the virtual point-to-point link model) to use to reach a list of APNs it might want to establish a PDN connection to in the future, as well as NSWO. After the preparation step, the UE obtains the mapping between the value of the VLAN or TWAG MAC address and the APN and/or the mapping between the value of the VLAN or TWAG MAC address and the NSWO. Then the UE can request the establishment of PDN connection associated with the APN or the NSWO connection using the value of VLAN or TWAG MAC address.
But the solution doesn’t describe the method that the UE uses to establish a NSWO connection and/or a PDN connection in the following scenarios:

1. The UE can not predict whther it will establish NSWO connection or not in the future and the UE also can not predict the list of APNs it might want to establish a PDN connection to in the future.Lack of the predict capability of the UE may lead to the appearance of the scenario: in the execution step the UE wants to establish a NSWO connection or a PDN connection associated with an APN, but the UE can’t find the value of the VLAN or TWAG MAC address for the NSWO or the APN because the UE doesn’t query from the network the value for the APN or NSWO in the preparation step.
2. The UE obtains the value of the VLAN or TWAG MAC address for an APN in the preparation step and the UE establishes a PDN connection associated with the APN using the value of the VLAN or TWAG MAC address in the execution step. Then the UE wants to establish another PDN connection associated with the same APN.
One possible method for the UE to establish the NSWO connection or the PDN connection associated with the APN in the above scenarios is that the UE executes the preparation step again to obtain the value of the VLAN or TWAG MAC address for the NSWO or the APN. And then the UE initiates the connection establishment procedure. However this method wastes signallings and is not flexible enough.
In order to solve the problems mentioned above, it is proposed to establish a signalling transmission path between the UE and the TWAG. The signalling transmission path is identified by a value of the general VLAN (first variant of the virtual point-to-point link model) or general TWAG MAC address (second variant of the virtual point-to-point link model) which is unique for the UE. The TWAG allocates the value of the general VLAN or general TWAG MAC address for the UE during EAP-AKA procedure.
When the UE requests the establishment of the NSWO connection or the PDN connection, the UE sends a DHCP request message to TWAG. And in the first variant of the virtual point-to-point link model, the layer 2 frame carrying the DHCP request is marked with the identifier of the general VLAN. In the second variant of the virtual point-to-point link model, the layer 2 frame carrying the DHCP message will be unicasted to the general TWAG MAC address. And if the UE requests to establish a PDN connection assocaited with an APN the DHCP request includes the APN and if the UE requests to establish a NSWO connection the DHCP request includes the NSWO.

When TWAG receives the MAC frame including the value of the general VLAN or general TWAG MAC address in the frame header, the operations of TWAG are as follows:

1. Allocates the unique value of the VLAN or TWAG MAC address for the APN or NSWO included in the DHCP request message;

2. Establishes the connection requested by the UE. If NSWO is included in the DHCP request message, the TWAG establishes a NSWO connection for the UE. And if an APN is included in the DHCP request message, the TWAG establishes a PDN connection for the UE;

3. Returns a DHCP reply message to the UE. The reply message includes the APN or NSWO included in the DHCP request message and the unique value of the VLAN or TWAG MAC address that TWAG allocates in step 1. And the MAC frame header encapsulating the DHCP reply message includes the value of the general VLAN or general TWAG MAC address of the UE.
When the UE recives the DHCP Reply message, it stores the mapping between the APN and the value of the VLAN or TWAG MAC address or the mapping between the NSWO and the value of the VLAN or TWAG MAC address. And then the UE establishes a virtual interface using the value of the VLAN or TWAG MAC address. At this time the UE can use the NSWO connection or the PDN connection associated with the APN.
Proposal

It is proposed to include the following updates to the solution in the TR 23.852:

First Change
8.2.2.1.3
UE Requested PDN or NSWO connectivity

The UE explicitly requests establishment of PDN connections and/or NSWO in two steps: preparation and execution.

In a first preparation step, the UE discovers from the network the values of the VLAN or TWAG MAC address to use to reach APNs it might want to establish a PDN connection to in the future, including the unspecified 'default' APN that will be selected by the network (similar to the default APN that exists in phase 1 of SaMOG), as well as NSWO. There are two signalling variants to carry on with this discovery query from the UE to the network: 1) via EAP-AKA [22] extensions attributes, and 2) via extensions to the Access Network Query Protocol (ANQP) defined by IEEE 802.11u [21]. As a result of this query, the network indicates to the UE a list of VLAN identifiers (first variant of the virtual point-to-point link model) or TWAG MAC addresses (second variant of the virtual point-to-point link model) that corresponds to each of the APN in which it has expressed interest in connecting to (as well as the value that was selected by the network as the 'default' APN) on one hand, and to NSWO on the other hand. Again, there are two signalling variants to carry on with this indication from the network to the UE: 1) via EAP-AKA extension attributes that are populated by the 3GPP AAA Server based on information received from the Trusted WLAN Access, or 2) via extensions to ANQP that are populated via the Trusted WLAN Access based on the list of subscribed APN received from the 3GPP AAA Server in the HPLMN.
Besides the solution (the first solution) mentioned above, the UE can also request PDN or NSWO connectivity through the following solution (the second solution).
TWAG allocates a value of the general VLAN identifier (first variant of the virtual point-to-point link model) or general TWAG MAC address (second variant of the virtual point-to-point link model) which is unique for the UE during the EAP-AKA procedure. When the UE requests the establishment of PDN or NSWO connection the UE sends a DHCP request message which contains the APN of the PDN connection or the NSWO. And in the first variant of the virtual point-to-point link model, the layer 2 frame carrying the DHCP request message is marked with the identifier of the general VLAN. In the second variant of the virtual point-to-point link model, the layer 2 frame carrying the DHCP request message will be unicasted to the general TWAG MAC address.
When the TWAG receives the MAC frame including the value of the general VLAN or general TWAG MAC address in the frame header, the TWAG allocates the unique value of the VLAN or TWAG MAC address for the APN or NSWO included in the DHCP request. And then the TWAG establishes the connection requested by the UE. And then the TWAG returns a DHCP reply message to the UE. The reply message includes the APN or NSWO included in the DHCP request message and the unique value of the VLAN or TWAG MAC address that the TWAG allocated for the APN or NSWO.
Editor’s Note: Using ANQP for that purpose implies that the mapping between APN/NSWO and VLAN ID or TWAG MAC address are coordinated between the WLAN AN and the TWAG. How this is achieved is FFS. A TWAN may have to be pre-configured with all APN that any UE served by this TWAN may request to activate, i.e. with all APN defined by all the HPLMN of UE that may use this TWAN.

NOTE: 
In case where the subscription profile list the wildcard APN, the TWAN would need to send all APNs supported by an HPLMN (with corresponding VLAN IDs or TWAG MAC addresses) to the UE via EAP-AKA’  or ANQP.
The procedure that the UE requests the establishment of connection in the first solution is as follows:
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Figure 8.2.2.1.3-1: UE requested PDN or NSWO connectivity for GTP-based S2a
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Figure 8.2.2.1.3-2: UE requested PDN or NSWO connectivity for PMIP-based S2a

In a second execution step, the UE explicitly requests establishment of a PDN connection to a specific APN or activation and deactivation of NSWO as per the following steps depicted in Figure 8.2.2.1.3-1 for GTP-based S2a and Figure 8.2.2.1.3-2 for PMIP-based S2a:

1. 
The UE creates a virtual IP interface corresponding to the APN towards which it desires to establish a PDN connection, or to NSWO. In the first variant of the virtual point-to-point link model, the UE also joins the VLAN via sending a Multiple VLAN Registration Protocol (MVRP) MAD_join.indication as defined by IEEE Std 802.1Q [20].

2. 
The UE requests allocation of an IPV4 and/or IPv6 address for this virtual interface by sending a DHCP or DHCPv6 request message from this virtual interface. In the first variant of the virtual point-to-point link model, the layer 2 frame carrying the DHCP is marked with the corresponding VLAN Id. In the second variant of the virtual point-to-point link model, the layer 2 frame carrying the DHCP message will be unicasted to the corresponding TWAG MAC address.

NOTE: 
IPv6 Stateless Address Auto-Configuration (SLAAC) does not permit the UE or the network to signal the will to tear down a PDN connection and/or NSWO access and is thus not specified by this solution.

3-7. When the TWAG receives the DHCP IPv4 and/or IPv6 address allocation request over the virtual interface corresponding to a specific VLAN (first variant of the virtual point-to-point link model) or TWAG MAC address (second variant of the virtual point-to-point link model), that corresponds to an APN it requests to the PDN GW creation of a GTP or PMIP tunnel for the APN as per steps 3-7 of respectively subclause 16.2.1 or 16.2.2 of 3GPP TS 23.402 [5] in case of GTP-based S2a or PMIP-based S2a, otherwise it activates NSWO if the virtual interface corresponds to NSWO access (step 3b). 

8. 
The TWAG then sends a DHCP reply to the UE with an IPv4 address and/or IPv6 address as allocated by the PDN GW or by the NSWO access. The UE can then use the PDN connection via the virtual interface. Within the Trusted WLAN Access, the different virtual point-to-point links ensure separation of user plane traffic belonging to separate APNs and NSWO. The TWAG enforces forwarding between specific virtual point-to-point links and the GTP or PMIP tunnels towards the specific APNs, or NSWO access.
The procedure that the UE requests the network to establish the NSWO connection or PDN connection associated with the APN using the signalling transmission path between the UE and the TWAG is as follows:
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Figure 8.2.2.1.3-3: UE requested PDN or NSWO connectivity using the general VLAN or the general TWAG MAC address
The UE explicitly requests establishment of a PDN connection to a specific APN or activation of NSWO as per the following steps:

1. 
The UE creates a virtual IP interface using the value of a general VLAN (first variant of the virtual point-to-point link model) or a general TWAG MAC address (second variant of the virtual point-to-point link model). The virtual interface corresponds to the APN towards which it desires to establish a PDN connection, or to NSWO.
2. 
The UE requests allocation of an IPv4 and/or IPv6 address for this virtual interface by sending a DHCP or DHCPv6 request message from this virtual interface. In the first variant of the virtual point-to-point link model, the layer 2 frame carrying the DHCP is marked with the value of the ID of the general VLAN. In the second variant of the virtual point-to-point link model, the layer 2 frame carrying the DHCP message will be unicasted to the general TWAG MAC address. If the UE requests the establishment of a NSWO connection, the UE includes the NSWO indication in the DHCP or DHCPv6 request message. If the UE requests the establishment of a PDN connection assocaited with an APN, the DHCP or DHCPv6 request message includes the APN.
3-7. When the TWAG receives the DHCP IPv4 and/or IPv6 address allocation request over the virtual interface corresponding to the general VLAN (first variant of the virtual point-to-point link model) or the general TWAG MAC address (second variant of the virtual point-to-point link model), the TWAG allocates a unique value of the VLAN or TWAG MAC address for the NSWO or the APN indicated in the DHCP or DHCPv6 request message. And the TWAG stores the mapping between the value and the NSWO or the mapping between the value and the APN in the context of the UE. If the APN is indicated in the DHCP or DHCPv6 request, the TWAG requests to the PDN GW creation of a GTP or PMIP tuunel for the APN as per steps 3-7 of respectively subclause 16.2.1 or 16.2.2 of 3GPP TS 23.402 in case of GTP-based S2a or PMIP-based S2a. If the NSWO is indicated in the DHCP or DHCPv6 request, the TWAG activates NSWO for the UE (step 3b).
8. 
The TWAG then sends a DHCP reply to the UE with an IPv4 address and/or IPv6 address as allocated by the PDN GW or by the NSWO access and the unique value of the VLAN (first variant of the virtual point-to-point link model) or TWAG MAC address (second variant of the virtual point-to-point link model) that the TWAG allocated for the NSWO or the APN requested by the UE. And then the TWAG sends the DHCP reply over the virtual interface corresponding to the general VLAN or the general TWAG MAC address.
9.  The UE receives the DHCP reply from the virtual interface corresponding to the general VLAN or the general TWAG MAC address. The UE stores the mapping between the value of the VLAN or TWAG MAC address in the DHCP reply message and the NSWO (if the UE includes the NSWO in the DHCP request) or the mapping between the value of the VLAN or TWAG MAC address in the DHCP reply message and the APN (if the UE includes the APN in the DHCP request). And then the UE establishes a new virtual interface for the NSWO or the APN using the value of the VLAN or the TWAG MAC included in the DHCP reply message. The UE can then use the PDN connection or NSWO connection via the new virtual interface.
End of changes
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